14.02.02

EXERCISE-IN-A-BOX

£2) INVESTIGATE

EVIDENCE #1

/ 10:02

e LIVE

Kyle Kenneris now live

@ Champs-Elysées, Paris
Follow me around Paris! Check out this diamond
ring | just bought!

Kenner Fan For Life
. OMG | live in Paris! I'm going to Champs-
Elysees now to find you!

Scarlet the Starlet

I’'m jealous you can just buy whatever you
want

Delilah Says Hey There

\ Is that diamond ring real?? It's HUGE!

/

1. Do you think it's a good idea for Kyle to livestream and share her exact location? Why or

why not?

2. Why might it not be safe for Kyle to overshare her shopping on social media?
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INVESTIGATE EVIDENCE #2

é A

Kyle Kenner's Social Map

i& 1AM

Enjoying my croissant!
Q Cafe de Eiffel

I L)

3PM
Shopping heaven <
Q@ Champs-Elysées

8 AM
Checking in to my hotel!
¥ @ Chateau de Luxe

""""v"ﬁ 7PM

= Dinner with my gang
< &t ©Q Frenchie Restaurant

9PM
Heading back to my hotel
Q In the taxi

\_ /

1. What specific details about Kyle's activities and location did she share on her social
media platform?
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EVIDENCE #3

/

o

Kyle Kenner @ Public

Posted just now

I'm still in shock. Last night at dinner, | discovered
that my bank account was hacked and they stole
$800,000!!! Then as | entered my hotel room a gang
of men had ambushed me and robbed me and took
my $2.4million diamond ring. I'm so devastated, |
don’t know how they could have known my location!

9,349 456 126

Kenner Fan For Life
I’m so sorry to hear that Kyle! | hope you’re safe now

Woo-Jin

Were you using public wifi during the day? It’s easy to hack
into your bank account if you were

Marissa
Girl, the whole world knew your location from your social media!

\

/

1. How do you think the thieves were able to find out which hotel Kyle was staying at?

2. What are some potential negative consequences that Kyle could face as a result of
geotagging her location on social media?

Qy])erlit?
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INVESTIGATE

EVIDENCE #4

/

\

REPORTED BY: Kyle Kenner

CYBERCRIMES POLICE DEPARTMENT A
Official Report WE

REPORTING OFFICER: Detective Henri

Incident 1: Cyberattack incurring losses of $800,000

Incident 2: Robbery of $2.4million diamond ring

Description: Ms. Kenner discovered her bank account had been hacked.
Hackers stole a sum of $800,000 from Ms. Kenner’s account.

Analysis: Ms. Kenner had connected to a public wifi network while dining
at Cafe de Eiffel Tower around 1lam. The suspect connected to the same
public network and managed to intercept and access Ms. Kenner's
personal device.

Description: Ms. Kenner was robbed at her hotel in Paris, Chateau de
Luxe, around 9pm. The thieves escaped with her diamond ring.

Analysis: The thieves had been following Ms. Kenner’s social media posts
and figured out which hotel she was staying due to her geotagging and
oversharing.

/

1. How could Kyle have prevented these crimes from occurring?

2. What could Kyle have done to protect her device from getting hacked on a public wifi

network?

3. What behaviours should Kyle change so this doesn’t happen again?
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EVIDENCE #5

/

Global News Daily

Kyle Kenner, the famous celebrity
and social media influencer, was
robbed in her hotel in Paris last
night. The thieves escaped with
her $2.4million dollar ring that
Kenner had been flaunting on
social media earlier that day. The
police report also stated that her
bank account had been hacked
and she lost $800,000.

Authorities have now confirmed
that the suspects were able to
follow  Kenner's movements
around Paris that day through
social media. They knew which
restaurants she was dining at and
which hotel she was staying in.

\_

Kyle Kenner’s Paris Robbery: A Stark Reminder of the
Dangers of Oversharing and Geotagging on Social Media

This serves as a stark reminder of
the risks  associated  with
oversharing and geotagging on
social media.

As a public figure, Kenner has
long been known for sharing her
life on social media, from family
vacations to fashion choices.
While her millions of followers
may have enjoyed a glimpse into
her glamorous lifestyle, the
suspects used it to locate her.

By geotagging her posts and
sharing her location with the
world, Kenner unwittingly made
herself a target. And while no one

\

deserves to be the victim of a
violent crime, the reality is that
oversharing and geotagging can
make it easier for criminals to
track their targets and plan their
attacks.

In the wake of the robbery,
Kenner has become an advocate
for online privacy and security.
She has spoken out about the
dangers of oversharing and
urged her followers to be more
mindful of the information they
share on social media.

/

1. How could Kyle protect her privacy while still sharing her experiences with her

followers?

2. How can geotagging contribute to the danger of oversharing on social media?
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PROJECT WORK

Create a handbook to help people protect their privacy and personal
information while using social media platforms.

What should your project outcome look like?

The handbook should have suggestions and rules that emphasise safe online practices
and highlight potential risks and dangers associated with oversharing, geotagging, and
using public wifi networks.

Instructions and Questions to Consider:

1.What personal information should be kept private and not shared on social media?
List the best practices of online safety and why people should follow them when
using social media. For example, you should never give out personal information
and share your location.

2.What are the potential risks associated with geotagging and oversharing on social
media?

3.How can users adjust their privacy settings to protect their personal information?

4.Develop rules and guidelines to help protect personal information and privacy while
using social media.

5.0rganise the handbook into sections based on the social media platforms and

topics covered.
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